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Keywords Abstract. for a secret message to be read and understood by a specific person only, a
way is needed to hide the message, namely by steganography. Steganography is the
concealment of secret messages in other media, such as images, audio, or video, so that
the media inserted into the message looks as usual. Digital photos are one of the

ﬁﬂtigﬁpr(])graphy container media that are widely used for data hiding. However, when processing images
F'Iter'lng such as compression, rotation, noise, and so on, confidential messages in the picture are
ilteri

prone to damage or loss. Then it takes the correct steganography method to hide secret
Imagery messages into images to keep messages safe, not damaged even if the container image is
manipulated, and the hidden message can be extracted again. on this thesis, applied
masking method — filtering. Masking-filtering is included in the spatial domain. Message
hiding is done by manipulating the luminance value of the image. Its use is applied to
color or grayscale images. Masking serves as a tagging place on the picture that can be
inserted message. Filtering passes a value to the marked section. the result is a stego
image where the news is integrated with the container image, more robust to image
processing when compared to methods that are also classified in the spatial domain, such
as the least significant bit.

1. INTRODUCTION

Steganography is the science and complexity of secret housing messages (hiding messages) so
that human senses do not detect the existence of messages. The word steganography comes from
Greek which means "hidden writing" (closed writing). Steganography requires two properties: a
container and confidential data to be hidden. Digital steganography uses digital media as a container,
for example, images, sound, text, and video. Data security needs to be done because these data are
very confidential. Confidential data that is hidden can also be in the form of images, sound, text, or
videos. If you are a cryptographer, the data you use (ciphertext) is available; if you use cryptographic
ciphertext, you will connect to a computer that cannot handle it.[1], [2].

Masking-filtering is included in the spatial domain. Message hiding is done by manipulating
the luminance value of the image [3]. Its use is applied to color or grayscale images. Masking
functions as marking of places in the picture where messages can be inserted while filtering passes
the value to the significant part. This masking-filtering method is usually limited to images with 24-
bit color or grayscale mode images. This method is similar to a watermark, where an image is
marked (marking) to hide secret messages. This can be done, for example, by modifying the
luminance levels of some parts of the image [4]. The masking method is much better than LSB
because it allows for compression, cropping, and some other picture processing. The masking
technique inserts information into certain significant areas so that the hidden message can be hidden
more than just masking the level of noise in the image [5]. This makes masking better than LSB, for
example, in pictures with the JPEG format, which are lossy compressed.

2. METHOD
2.1 Research Work Steps
The steps of research work by following the following activities:

Analysis Object Application of Determination
Problem Determination Methods of Results

Figure 1. Research Work Steps
Problem analysis is an activity to ascertain what will be solved against the object used as part

Jurnal Info Sains : Informatikan dan Sains is licensed under a Creative Commons Attribution-Non Commercial
4.0 International License (CC BY-NC 4.0)
Page | 1


http://ejournal.seaninstitute.or.id/index.php/InfoSains
mailto:donielpurba11@gmail.com
mailto:desintapurba45@gmail.com

’ ://ejournal.seaninstitute.or.id/index.php/InfoSains 'nr.\
o Jurnal Info Sains : Informatikan dan Sains, Volume 11, No 01 Maret 2021 =g

a JEAN [NSTITUTE E-ISSN.2797-7889, P-ISSN.2089-3329

|
[]
Informafika don Sains

of the activity; object determination is an activity to choose the image used as an object to be
inserted. The application of the selected method and following every step of the work that has been, the
determination of the results is an activity to present the results found from the method.
2.2  Steganografi

According to Jonathan Cummins in hapsari much translation. Steganography is one way to
hide confidential messages [6], [7]. In addition, cryptographic messages are hidden with
"randomized" so that in some instances can easily invite suspicion, while on steganography, the news
is "disguised" in a relatively "safe" form so that no fear occurs. Steganography can be used in various
data forms, namely image, audio, and video[8].
2.3 Masking-Filtering

According to Susanti, this masking and filtering technique is usually limited to a 24-bit color
images or grayscale images. This method is similar to watermarks, where an image is marked to hide
secret messages. This can be done, for example, by modifying the luminance of some parts of the
image[3], [9]-[11]. Although this method will change the look of the image, it is possible to do it in a
certain way so that the human eye does not notice the difference. Because this method uses aspects of
the image that are indeed visible directly, this method will be more "robust" against compression
(especially lossy compression), cropping, and some other image processing when compared to
modification methods I1Sb [12], [13].

3. RESULTS AND DISCUSSION
The masking process of the imagery is intended as a place tagging on the image to be inserted,
while filtering aims to pass the value on the marked part. The system designed in this thesis consists
of two main processes: insertion of messages and the process of extracting messages. The following is
a simple example of inserting the letter "A" into a JPG file with six colors in the color palette.
1. The message to be inserted is "A," which, when converted into binary form based on ASCII
encoding, returns a binary number: 01000001, where the binary value is obtained from converting
A into a decimal form which is 65, and then the value 65 is converted to binary which returns =
01000001.
2. m=1010000012=32110
3. The number of color palettes is 6. 6!>321-1For insertion can be done
4. The color order in the image's color palette is:
Table 1. Image Color Order

0 1 2 3 4 5
Color A Color B Color C Color D Color E Color F
RGB RGB RGB RGB RGB RGB
255 255 254 221 251 186 255 255 251 251 251214
255 236 216 251 203 235
16777215 15703724 16497368 16777211 16496075 16504555

The order of the color palette after being sorted by the values above is:
Table 2. Color Palette Arrangement

0 1 2 3 4 5
Color Color Color Color Color E Col
A B C D orF
5. Iteration of variable | from 1 to n: The color of the index to - (n-1) is moved to the index to - (m
mod i), m=m/i
Fori=1

5th index color moved
to 0 m-321, m-321/1-
321

For i=2
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The color of the 4th index is moved to the 1st
index. m-321, m-321/2-160
For 1 =3
The color of the 3rd index is moved to the 1st
index. m-160, m-160/3-53
For i=4
The color of the 2nd index is moved to the 1st
index. m-53, m-53/4-53-13
For i=5
The color of the 1st index is moved to the 3rd
index. m-13, m-13/5-2
For i=6
The color of the Oth index is moved to the 2nd index.
6. In the fifth stage, several colors occupy the same index. Any color that occupies the index that has
been filled, then the color that previously occupied the index will shift once to the following index
Table 3. Color Based on Index

0 1 2 3 4 5
Color
A
Color Color
A D
Color Color Color D
A B
Color Color F Color B Color D
A
Color Color F Color B Color C Color D
A
Color Color F Color E Color B Color C Color D
A

7. This color palette sequence is then inserted back into the JPG image file to generate the image that
has been inserted into the message.
8. A picture that has been inserted with Messages.

4.  CONCLUSION

After conducting literature studies, analysis, design, implementation, and testing of the
masking- filtering algorithm, it can be concluded that the insertion of text data into an image file so
that others cannot know the data. This is due to differences in the color arrangement of the original
image color and the stego image. The decoding process in the masking-filtering algorithm does not
return the stego image to the original image.
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