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Keywords Abstract. Electronic communication such as sms, e-mail, chat, web, e-banking is a

commonly used communication tool today. To prevent the misuse of such data by other

parties, a good data security system is required. Cryptography is a way of securing data

that aims to maintain the confidentiality of the information contained in the data, so that

Cryptography the data information can not be known by unauthorized parties. In maintaining the

ECB Method confidentiality of information, cryptography encodes plaintext data into an
unrecognizable form of password data (chipertext), and although others later obtain the
data, it cannot understand its contents

1. INTRODUCTION

Electronic communication such as sms, e-mail, chat, web, e-banking is a commonly used
communication tool today. Data flows through communication networks and from some personal data
that should not be known by others. Meanwhile, data interception on communication networks is a
frequent occurrence [1].

This will ultimately result in misuse of data by unauthorized parties. To prevent the misuse of
such data by other parties, a good data security system is required. Cryptography is a way of securing
data that aims to maintain the confidentiality of the information contained in the data, so that the
information cannot be known by unauthorized parties [2]-[6]. In maintaining the confidentiality of
information, cryptography encodesplaintextdata into a form ofciphertextthat cannot be recognized,
and although later others obtain the data, it cannot understand its contents [7].

Electronic Code Book is the latest fast hash function, designed to run quickly on modern
computers, and specifically for computers based on 64 bits (such as DEC-Alpha),and also this
algorithm is still no slower than other hash functions suggested in 32-bit machines (although now no
longer, since MD5 and SHA-1 have been found to be weaknesses) [8], [9].

2. METHOD
The stages in this research are as follows;
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Figure 1. Research Work Steps
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Encryption and decryption of a random nature is very suitable to be implemented with the ECB
(Electronic Code Book) mode block chiper algorithm, provided that each record consists of the same
number of discrete blocks [10], [11]. ECB mode is suitable for encrypting randomly accessed files
because each plaintext block is independently encrypted. Even if the ECB mode is done with a
parallel processor, then each processor can encrypt or decrypt different ecb plaintext blocks that will
be used to encrypt or decrypt data is the ECB that has been modified so that the resulting chipertext
block is not the same even though it encrypts the same plaintext [8], [10]-[12]. This is to avoid the
often repetitive plaintext part, which is one of the weaknesses of ECB fashion. In this mode, each
block of plaintext is encrypted individually and independently [2], [3]. Mathematically, encryption
with ECB mode is expressed as

Ci = EK(Pi)
and decryption as
Pi = DK(Ci)

Which in this case, Pi and Ci block plaintext and ciphertext respectively i. Figure 2 shows the
encryption of two plaintext blocks, P1 and P2 in ECB mode, in which case E states an encryption
function that encrypts plaintext blocks using the Kkey.

Blok Plainteks 7y Blok Plainteks 7y

| |

Kieik—  E Kimeik — E

Blok Cipherteks C; Blok Plainteks C;
Figure 2 : ECB Operation Mode

Supposing plaintext (in binary) is 10100010001110101001For plaintext becomes blocks that are 4
bits in size:

1010 0010 0011 1010 1001 or in HEX notation is A23A9. Suppose the key (K) used is (the length is
also 4 bits) 1011 or in HEX notation is B. Suppose the simple (but weak) E encryption function is
toXOR-kan block plaintext Pi with K, then slide wrapping bits of Pi @ K one position to the left. The
encryption process for each block is described as follows:

1010 0010 0011 1010 1001
1011 1011 1011 1011 1011

XOR : 0001 1001 1000 0001 0010
Slide : 0010 0011 0001 0010 0100
In notation HEX : 23124

So, the result of plaintext encryption

10100010001110101001 (A23A9 in HEXnotation)
be
00100011000100100100 (23124 in HEXnotation)

Note that the same plaintext block is always encrypted into the same (or identical) ciphertext block. In
example 1 above, block 1010 appears twice and is always encrypted to 0010. The word"code book™
within the ECB arises from the fact that because the same plaintext blocks are always encrypted into
the same ciphertext block, it is theoretically possible to create a plaintext code book and
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corresponding ciphertext, however, the larger the block size, the larger the code book size. Suppose if
the block is 64 bits in size, then the code book consists of 264 — 1 piece of code (entry), which means
it is too large to store. After all, each key has a different code book.

3. RESULTS AND DISCUSSION
The following is the Encryption Process conducted by the ECB method.

Plaintext = Keyso

Kunci =B

Kardo = 01101011 01100001 01110010 01100100 01101111
B = 1011

Plaintext Encryption :
0110 1011 0110 0001 0111 0010 0110 0100 0110 1111
101110111011 1011 101110111011 1011 1011 1011 &®
1101 0000 1101 1001 1100 1001 1101 1111 1101 0100
1010 0001 1011 0011 1001 0011 1011 1111 1010 1001
Cipherteks : A1B393BFA9

The decryption process using ecb method is as follows:

Cipherteks = A1B393BFA9

Binary =1010 0001 1011 0011 1001 0011 1011 1111 1010 1001
key =B

Plaintext =>» 1010 0001 1011 0011 1001 0011 1011 1111 1010 1001
B = 1011

Plaintext Decryption :
1010 0001 1011 0011 1001 0011 1011 1111 1010 1001
1011 10111011 1011 1011 1011 1011 1011 1011 1011 &
1101 0000 1101 1001 1100 1001 1101 1111 1101 0100
01101011 01100001 0111 0010 0110 0100 01101111
Plainteks = Keyso

Testing the program is used to try the application that has been designed whether it is in

accordance with the desired or not, note the image below:
*) rogram At Enp o Derps e x|

caap TG
—

el

String Encrypt:

ByRiarth % 2RI

Figure 3 : Main Program

The picture above is the main program that is done for the process of encryption and decryption
of files, to perform the encryption process must certainly take the file to be encrypted, the file can be a
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Microsoft Word file or text file,to retrieve the filesimply by pressing the button in the locationof the
file and looking for the fileso that the result is as below:

 Program Apliksi Enkripsidan DelcipsiFie X

S | Lokasi File Text : ID:\Teshng‘lxt

& Enkip Fle/String
£) DekrpFie/string
(B Tentzng

i@ Keuar

String Encrypt :

Ll

PASSWORD:  [12345

Erkeip Fie Enkeip String

By Rirdo ) 20313

Figure 4. Encrypted File Location

After the encryption process is complete then the next step is to perform the decryption process,
the decryption process is done to restore the encrypted file to its original file form, for the decryption
process pay attention to the image below:

1 Program Aplikasi Enkripsi dan Dekripsi File x|
DEKRIP FILE/STRING
f Program Lokasi ﬁleIext:ID:\TEsﬁng‘b(t
a
3 Enkoip File/String s
£ Dekrip File/String
b Tentang
B Keluar
d
=
PASSWORD: |
Dekrip File Dekrip String
‘ | 13:53 22/03/2013

Figure 5 Decryption Process

4.  CONCLUSION

After completing the design of encryption and decryption software, it is concluded that the
Program can run well in accordance with encryption and decryption procedures using ECB
algorithms and cryptographic programs designed with an attractive AND easy GUI in operation.
ECB mode is also suitable for encrypting randomly accessed archives(files),such as database
archives. If the database is encrypted in ECBmode, then any record can be encrypted or decrypted
independently of other records (assuming each record consists of the same number of discrete
blocks). The weakness of ECB mode is that the plaintext section often repeats (so there are the same
blocks of plaintext), so the encryption results in the same chipertext block. Plaintext parts are often
repeated e.g. words such as (in Indonesian) and, which, this, it and so on.
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