Jurnal [Imiah Multidisiplin Indonesia (JIM-ID) ISSN 2828-9463
Vol. 5, No. 03, 2026, pp. 698-708 698

Modeling and Simulating Cyber Attacks Using Attack Trees and Security
Testing Tools: A Case Study of an ICT Department

D Jayus Nor Salim

Department of Information Technology, Universitas Tidar, Magelang, Indonesia
Email: djayus.nur@untidar.ac.id

The increasing reliance of higher education institutions on information systems has significantly expanded the cyber
attack surface, making academic environments attractive targets for cyber threats. This study proposes an attack tree—
based approach to model and simulate potential cyber attacks against an academic information system managed by
an ICT department. The research employs a controlled case study design, combining technical attack simulation and
analytical modeling to identify realistic attack paths and prioritize mitigation strategies. Cyber attack simulations were
conducted in a staging environment using Nmap for network reconnaissance, OWASP ZAP for dynamic web
application security testing, and SQLMap for controlled verification of potential SQL injection vulnerabilities. The
results of these simulations were systematically mapped into an attack tree model, representing hierarchical attack
paths from initial reconnaissance to exploitation and potential impact. Each node in the attack tree was evaluated
based on likelihood and impact to support risk prioritization. The findings indicate that the most critical attack paths
are associated with web application vulnerabilities and weaknesses in authentication mechanisms, which may lead to
unauthorized access and data exposure if left unmitigated. The attack tree model effectively integrates technical
evidence from multiple tools into a structured analytical framework, enabling clearer visualization of attack feasibility
and mitigation priorities. This study demonstrates that attack tree-based modeling can serve as a practical and
systematic approach to strengthening cybersecurity posture in academic ICT departments..
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1. Introduction

The rapid digital transformation in higher education has significantly increased the dependency of
institutions on integrated information systems to manage academic, administrative, and research-related
processes. Academic information systems store and process sensitive data, including student identities,
academic records, financial information, and institutional documents. As a result, these systems have
become attractive targets for cyber attackers seeking unauthorized access, data exfiltration, or service
disruption. The growing complexity of cyber threats, combined with heterogeneous IT infrastructures in
academic environments, demands systematic and proactive security evaluation approaches[1]. Cyber
attacks against educational institutions have increased in frequency and sophistication in recent years.
Common attack vectors include web application wvulnerabilities, misconfigured services, weak
authentication mechanisms, and database exploitation. Despite the adoption of baseline security controls
such as HTTPS, firewalls, and content delivery networks (CDNs), many institutions continue to face risks
due to insufficient vulnerability assessment, lack of structured attack modeling, and limited integration
between technical findings and strategic risk analysis. In many cases, security testing is performed in an ad
hoc or reactive manner rather than as part of a structured analytical framework(2].
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Attack modeling techniques provide a systematic way to understand how an adversary may exploit
vulnerabilities to achieve specific objectives. Among these techniques, the attack tree approach offers a
hierarchical and logical representation of potential attack paths, linking technical weaknesses to broader
security impacts. Attack trees allow security analysts to decompose a high-level attacker goal into sub-
goals and actionable techniques, connected through logical operators (AND/OR). This structure supports
both qualitative and quantitative risk evaluation by associating likelihood and impact values with individual
nodes[3]. Although attack trees have been widely discussed in cybersecurity research, their practical
integration with real-world security testing tools in academic environments remains relatively limited. Many
studies focus either on theoretical modeling without empirical validation or on technical penetration testing
without structured risk modeling. There is therefore a need for research that bridges these two perspectives
by combining controlled cyber attack simulation with systematic attack tree modeling to produce actionable
and prioritized mitigation strategies(4].

This study addresses that gap by proposing an attack tree—based cyber attack simulation framework
applied to an academic information system managed by an ICT department. The research integrates
network reconnaissance using Nmap, dynamic web application testing using OWASP ZAP, and controlled
SQL injection verification using SQLMap within a staging environment. The technical findings are
subsequently mapped into an attack tree model to identify realistic attack paths, evaluate their likelihood
and impact, and determine mitigation priorities[5]. The main contributions of this study are threefold. First,
it demonstrates a structured method for integrating multi-tool security testing results into an attack tree
framework. Second, it provides empirical evidence from a controlled academic ICT environment to validate
the feasibility of modeled attack paths. Third, it offers a practical risk-based prioritization mechanism that
supports decision-making for improving cybersecurity posture in academic ICT departments[6].

2. Related Works

Cybersecurity assessment in academic environments has been widely studied, particularly in relation to
vulnerability analysis, penetration testing, and risk management frameworks. Previous studies have
emphasized the importance of systematic security evaluation in higher education institutions due to their
open network architecture and diverse user populations. Web application vulnerabilities, authentication
weaknesses, and database misconfigurations have been consistently identified as dominant attack vectors
in the education sector[7]. Attack tree modeling, originally introduced as a structured threat modeling
technique, has been applied in various domains such as critical infrastructure, cloud computing, and loT
systems. The approach enables hierarchical decomposition of attacker goals into sub-goals and actionable
techniques, connected through logical operators (AND/OR). Several studies have extended attack trees
with probabilistic evaluation, cost modeling, and risk scoring mechanisms to support decision-making(8].

On the other hand, technical security testing tools such as Nmap, OWASP ZAP, and SQLMap are commonly
used in penetration testing and vulnerability assessments. Nmap supports network reconnaissance and
service enumeration, OWASP ZAP facilitates dynamic web application security testing, and SQLMap
automates detection and verification of SQL injection vulnerabilities. However, many prior works treat these
tools as standalone technical instruments without integrating their findings into a structured analytical
attack model[9]. A research gap therefore exists in bridging empirical vulnerability testing with formal attack
modeling within academic ICT environments. Few studies demonstrate how multi-tool security testing
outputs can be systematically mapped into an attack tree structure to enable risk-based prioritization of
mitigation strategies. This study contributes by integrating controlled attack simulation with structured
attack tree modeling in an academic ICT department context.
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3. Method
Methodology

The methodology integrates technical security testing procedures with structured attack modeling. The
overall process is illustrated through five main steps on figure 1:
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Figure 1 structured attack modeling
a. Environment Preparation
A staging environment was prepared to replicate the academic information system, including web
application modules, authentication mechanisms, database services, and supporting infrastructure
components. System configurations and testing scope were documented prior to experimentation.
b. Network Reconnaissance and Service Enumeration (Nmap)
Nmap was used to identify active hosts, open ports, service versions, and exposed technologies. The
reconnaissance phase aimed to determine the initial attack surface and detect potential entry points
at the network layer. Output results were sanitized for publication and stored securely for internal
validation[10].
c. Web Application Vulnerability Assessment (OWASP ZAP)
OWASP ZAP was employed to perform dynamic application security testing (DAST). The process
included:
1. Spidering and endpoint discovery
2. Passive vulnerability scanning
3. Active scanning of selected parameters
Detected issues were categorized based on severity levels (High, Medium, Low) and grouped into
categories such as Injection, Authentication Weakness, Access Control, and Information
Disclosure[11].
d. Controlled SQL Injection Verification (SQLMap)
SQLMap was used to verify suspected SQL injection vulnerabilities identified during web application
testing. Testing was conducted using limited risk configurations to avoid data extraction or service
disruption. The objective was to confirm exploit feasibility rather than perform full database
compromise[12].
e. Attack Tree Construction and Risk Evaluation
Validated findings from all tools were mapped into an attack tree structure. The root node represents
the attacker’s primary objective: unauthorized access to the academic information system.
Intermediate nodes represent attack paths such as web exploitation, authentication abuse, and
database exploitation. Leaf nodes represent potential impacts, including unauthorized data access
and privilege escalation[13].
Each node was evaluated using a simplified risk scoring approach based on:
1. Likelihood (derived from tool confirmation and exposure level)
2. Impact (based on potential data sensitivity and system criticality)
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3. Risk priority was calculated qualitatively using a probability—impact (P x 1) perspective to
determine mitigation urgency.

All simulations were conducted under formal authorization within a controlled staging environment.
Sensitive technical outputs such as IP addresses, raw logs, payloads, and command results were
anonymized and securely stored. Only summarized and sanitized findings are presented in the published
results to protect institutional confidentiality.

Research Design

This study employs a case study—based research design combined with a mixed-methods approach. The
qualitative component focuses on contextual understanding of security practices, system architecture, and
administrative controls within the ICT department. The quantitative component derives from empirical
technical findings generated through controlled cyber attack simulations[14]. The research was conducted
in a controlled staging environment configured to replicate the production academic information system.
The use of a staging environment ensures that security testing does not disrupt operational services while
maintaining realistic system configurations. All testing activities were performed with formal authorization
from the responsible ICT authority. The research design consists of three sequential phases:
1. Technical Simulation Phase: Conducting structured reconnaissance, vulnerability identification, and
controlled verification using selected security testing tools[15].
2. Attack Tree Modeling Phase: Translating validated technical findings into hierarchical attack tree
nodes representing potential attack paths[16].[17]
3. Risk Evaluation and Prioritization Phase: Assessing likelihood and impact for each attack path to
determine mitigation priorities(18].
This sequential design ensures traceability between empirical findings and analytical modeling outcomes.

4. Results and Discussion
Results
Network Reconnaissance and Attack Surface Identification

The initial reconnaissance phase using Nmap revealed that the web portal of the academic information
system was accessible via HTTP and HTTPS services. The system was positioned behind a content delivery
network (CDN) and reverse proxy layer, which masked direct backend exposure. While this configuration
provides an additional defensive layer, application-level fingerprints were still observable. The scan
identified web technologies indicating a PHP-based environment and content management components
consistent with widely deployed web frameworks. Several administrative and system-related endpoints
were detected, including protected directories and REST-style interfaces. Although certain directories
returned restricted access responses (e.g., HTTP 401), their presence contributes to the overall attack
surface. No publicly accessible SSH service was confirmed during external scanning, suggesting firewall
filtering or access restriction mechanisms were in place. From a network-layer perspective, the exposure
level was moderate; however, application-layer components presented a larger potential attack surface.

Web Application Vulnerability Findings

Dynamic application security testing using OWASP ZAP identified multiple vulnerability categories across
tested endpoints. A total of nine potential security issues were documented across five tested targets within
the staging environment, categorized as follows: 2 High severity findings, 5 Medium severity findings, 2
Low severity findings.

Modeling and Simulating Cyber Attacks Using Attack Trees and Security Testing Tools: A Case Study of an ICT
Department. D Jayus Nor Salim



Jurnal Ilmiah Multidisiplin Indonesia (JIM-ID) ISSN 2828-9463
Vol. 5, No. 03, 2026, pp. 698-708 702

The primary vulnerability categories included: Injection-related weaknesses, Authentication mechanism
weaknesses, Access control misconfigurations, Minor information disclosure issues. A total of nine potential
security findings were identified across the tested targets. The distribution of vulnerabilities based on
severity level is presented in Table 1.
Table 1. Vulnerability Severity Distribution
Severity Level Number of Findings Percentage (%)

High 2 22.20%
Medium 5 55.60%
Low 2 22.20%
Total 9 100%

As shown in Table 1, medium-severity vulnerabilities represent the majority (55.6%) of the findings.
However, the presence of high-severity vulnerabilities (22.2%) indicates the existence of potentially critical
attack paths that require immediate mitigation. The distribution of vulnerability severity levels is further
illustrated in Figure 2.

5 4

Number of Findings

High Medium
Severity Level

Figure 2. Vulnerability Severity Distribution

As illustrated in Figure 2, medium-severity vulnerabilities dominate the findings, while high-severity issues,
although fewer in number, represent critical risk exposure due to their potential impact. High-severity
findings were associated with authentication weaknesses and potential injection vectors that could enable
unauthorized access if successfully exploited. Medium-severity findings included insufficient input
validation and indirect object reference patterns. Low-severity issues were primarily related to information
disclosure through headers and non-critical system responses.
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SQL Injection Verification

SQLMap was used to verify suspected SQL injection vulnerabilities detected during dynamic scanning.
Controlled testing confirmed the feasibility of SQL injection behavior in two endpoints within the staging
environment. One endpoint demonstrated response variations consistent with boolean-based injection
patterns, while another indicated error-based injection characteristics.

Testing was conducted without performing data extraction or database dumping operations. The objective
was limited to verifying exploit feasibility under controlled conditions. The confirmation of injection vectors
significantly increased the likelihood score of related attack tree nodes. The identified vulnerabilities were
further categorized based on their technical characteristics. The distribution of findings by vulnerability
category is summarized in Table 2.
Table 2. Vulnerability Categories |dentified
Vulnerability Category Number of Findings Dominant Severity
Injection 2 High—Medium

Authentication Weakness 2 High
Access Control Issues 3 Medium
Information Disclosure 2 Low—-Medium
Total 9 —

Attack Tree Modeling Outcome

The hierarchical structure of the modeled attack paths is illustrated in Figure 3.

Web Exploitation Authentication Abuse Database Exploitation

SQL Injection Brute-force / No MFA Injection Chain
Figure 3. Attack Tree Modeling Outcome

As illustrated in Figure 3, the attack tree decomposes the primary attacker objective into three major attack
paths. The model demonstrates how application-level vulnerabilities and authentication weaknesses can
independently or collectively lead to unauthorized system access. This hierarchical representation clarifies
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attack feasibility and supports structured risk prioritization. Based on validated findings, an attack tree
model was constructed with the root objective defined as Three primary attack paths were identified:

1. Exploitation of web application vulnerabilities

2. Abuse of authentication mechanisms

3. Database exploitation via injection techniques

Sub-nodes included reconnaissance activities, injection exploitation, brute-force attempts, and privilege
escalation scenarios. Leaf nodes represented potential impacts such as unauthorized data access,
administrative account takeover, and academic record exposure.
Based on the validated findings, three primary attack paths were identified and evaluated using a qualitative
probability—impact perspective. The prioritization results are summarized in Table 3.

Table 3. Primary Attack Paths and Risk Prioritization

Attack Path ID Attack Description Likelihood Impact Risk Level
AP-1 Web exploitation via SQL injection High High Critical
AP-2 Authentication abuse (brute-force / no MFA) High High Critical
AP-3 Database exposure through injection chain Medium High High

As shown in Table 3, attack paths related to SQL injection and authentication abuse present the highest
risk level due to their combination of high likelihood and high impact. These paths represent critical security
priorities that require immediate mitigation. In contrast, database exposure through chained exploitation
remains high risk but demonstrates slightly lower likelihood due to required preconditions. The qualitative
risk positioning of the identified attack paths is illustrated in Figure 4.
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Figure 4 Probability—Impact Risk Matrix

As illustrated in Figure 4, AP-1 and AP-2 are positioned in the high-likelihood and high-impact quadrant,
categorizing them as critical risk priorities. AP-3, while associated with high impact, demonstrates slightly
lower likelihood due to required preconditions. This visualization supports mitigation prioritization based on
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combined probability and impact considerations. Qualitative risk evaluation using a probability—impact
perspective indicated that the highest-risk attack path involved a combination of authentication weakness
and injection exploitation. This path presented both high likelihood (confirmed vulnerability) and high impact
(sensitive data exposure).

Discusion

The findings of this study are consistent with prior research indicating that web application vulnerabilities
and authentication weaknesses remain dominant attack vectors in higher education environments. Previous
studies on academic cybersecurity assessments have similarly identified injection flaws and broken
authentication as high-risk categories due to their direct impact on confidentiality and system integrity. In
alignment with established vulnerability reports in educational institutions, this study confirms that
application-layer weaknesses pose a greater practical threat than network-layer exposure when perimeter
protections such as CDNs and HTTPS are implemented.

Compared to studies that rely solely on penetration testing reports, this research extends existing work by
integrating empirical vulnerability findings into a structured attack tree model. While earlier research often
presents vulnerabilities as isolated technical issues, the attack tree approach used in this study provides a
hierarchical representation of how multiple weaknesses can be logically chained to achieve high-impact
objectives. This structured modeling enhances risk visibility and supports mitigation prioritization based on
combined likelihood and impact. From a technical perspective, the confirmed injection vectors highlight the
continued necessity of secure coding practices, including strict input validation, parameterized queries,
error-handling control, and consistent patch management. The identification of authentication-related
weaknesses further emphasizes the importance of implementing rate-limiting mechanisms, multi-factor
authentication (MFA), and session hardening controls. These measures reduce the feasibility of privilege
escalation and account takeover scenarios identified in the modeled attack paths. From a managerial and
governance perspective, the results suggest that cybersecurity practices in academic ICT departments
should transition from reactive vulnerability handling to structured, model-driven security assessment. The
integration of attack tree modeling into periodic security audits can improve risk communication between
technical teams and decision-makers. Rather than reporting isolated technical findings, the hierarchical
model provides management with clearer visibility into how wvulnerabilities translate into strategic
institutional risk. Furthermore, the study demonstrates the value of combining multiple security testing tools
within a controlled workflow. By linking reconnaissance (Nmap), dynamic application testing (OWASP
ZAP), and controlled exploitation verification (SQLMap), the research ensures traceability between
detection and risk modeling. This integrated methodology strengthens analytical rigor compared to single-
tool assessments.

Despite these contributions, several limitations must be acknowledged. First, the study was conducted
within a controlled staging environment rather than a live production system. Although the staging
configuration was designed to replicate operational conditions, certain real-world exposure variables may
not be fully represented. Second, the risk evaluation employed a qualitative probability—impact approach
rather than a fully quantitative probabilistic model. While sufficient for prioritization purposes, future
research could incorporate Bayesian modeling or probabilistic attack graphs for more granular risk
computation. Third, the study focused primarily on technical vulnerabilities and did not deeply analyze
human-factor risks such as password reuse behavior or social engineering exposure, which are also
significant contributors to cybersecurity incidents in academic environments. Overall, the discussion
confirms that the integration of empirical security testing with structured attack tree modeling provides
both technical validation and strategic risk insight. The approach not only identifies vulnerabilities but also
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clarifies their systemic implications, thereby supporting more informed cybersecurity governance within
academic ICT departments.

5. Conclusion

This study proposed and implemented an attack tree—based cyber attack simulation framework for
evaluating the security posture of an academic information system managed by an ICT department. By
integrating network reconnaissance (Nmap), dynamic web application testing (OWASP ZAP), and
controlled SQL injection verification (SQLMap), the research demonstrated how empirical security testing
results can be systematically transformed into a structured attack tree model for risk prioritization. The
findings confirm that application-layer vulnerabilities and authentication weaknesses represent the most
critical attack paths, even when baseline infrastructure protections such as HTTPS and CDN mechanisms
are implemented. The constructed attack tree successfully illustrated how individual vulnerabilities may be
logically chained to achieve high-impact outcomes, such as unauthorized access and potential data
exposure. This structured modeling approach enhances the clarity of cybersecurity risk evaluation and
supports more strategic mitigation planning within academic ICT environments.

Nevertheless, this study has several limitations. The simulations were conducted in a controlled staging
environment rather than a fully operational production system, which may limit the representation of real-
world exposure conditions. In addition, risk prioritization was based on a qualitative probability—impact
assessment rather than a fully quantitative probabilistic model. The research also primarily focused on
technical vulnerabilities, without extensive evaluation of human-factor risks such as user behavior, social
engineering susceptibility, or organizational security culture. Future research may extend this work in
several directions. First, incorporating quantitative probabilistic modeling techniques, such as Bayesian
networks or probabilistic attack graphs, could provide more granular risk estimation. Second, integrating
automated security testing tools into continuous integration/continuous deployment (CI/CD) pipelines may
enable real-time vulnerability monitoring. Third, expanding the framework to include socio-technical factors
and human-centered risk analysis would provide a more comprehensive cybersecurity assessment model
for academic institutions. In conclusion, the integration of empirical cyber attack simulation with structured
attack tree modeling offers a practical and replicable approach for improving cybersecurity posture in
academic ICT departments. By acknowledging current limitations and outlining future research
opportunities, this study contributes to the development of more systematic and evidence-based
cybersecurity governance in higher education environments.
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